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Abstract

Contemporary password managers offer tools for gener-
ating new, complex passwords on demand. When we use a
virtual keyboard, such as on a game or streaming console,
we typically must enter these passwords using a slow pro-
cess of scrolling and selecting.

We suggest that password managers should provide an
option to generate 4-connected passwords, where each
character is a direct neighbor of its predecessor on the vir-
tual keyboard. We believe such passwords are easier and
more pleasant to enter, and less error-prone.

To judge their security, we look informally at the en-
tropy of 4-connected passwords. We show that passwords of
about the same length as game download codes have an en-
tropy that is competitive with “character soup” passwords
of about half their length.

1. Scroll-and-Select Passwords

Passwords seem to be inescapable in today’s computing
environments, so it’s important that we use systems that en-
courage their safe and convenient use.

Most password studies have focused on either protect-
ing from “soft,” or social attacks (such as “phishing”), or
“hard,” or cryptographic, attacks (such as brute-force dic-
tionary searches).

For many years, the common advice for password struc-
ture followed guidelines like, “use no recognizable words,
but use a mixture of upper and lower case, at least one num-
ber, and at least one symbol.” This advice was due to a 2003
report from the US standards agency NIST [7]. In 2017 the
lead author of that report, Bob Burr, said that those original
guidelines were mostly based on guesswork, and turned out
to not be very good [5]. Around the same time, NIST issued
new guidelines [8].

We’re interested here in adding another dimension to
what makes a “good” password: the ability to enter it easily
on a virtual keyboard that is controlled by a external device
that does not offer random access to each key. These sce-
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Figure 1. A NetFlix login screen. Image from [4].

narios are frequent in the living room, where we use game
controllers and TV remotes to navigate among a picture of
a keyboard on a screen, as in Figure 1.

We typically navigate these keyboards with a controller
that provides buttons and joysticks. To enter a password, we
scroll the cursor horizontally and vertically until it’s over
the character we want, and then we press a hardware but-
ton to enter it. If we make a mistake, there’s typically a
dedicated erase button. Most keyboards also offer a shift
button, like the arrow in the lower-left of Figure 1. This
lets us toggle between lower-case and upper-case charac-
ters, and the non-letter symbols associated with the keys.
We call a password entered with this type of mechanism a
scroll-and-select password.

Entering a typical “character soup” password, such as
jd%YHd7Bb«R, can be a frustrating process of scrolling,
overshooting, correcting, clicking, shifting, and unshifting.
We propose that such systems would be more pleasant if
our passwords used 4-connected sequences: that is, each
symbol is a direct east, west, north, or south neighbor of the
previous symbol. We believe this would make entry easier
and faster. To make sure such passwords are still secure, we
briefly consider how resistant they are to being broken (or
guessed) by an adversary.
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Figure 2. A virtual keyboard from the Microsoft XBox. Image
from [2].

2. Password Entropy

The entropy of a password, usually measured in bits,
gives us an estimate of its complexity. The entropy is a
concept from information theory designed to measure the
amount of surprise, or unexpected content, in a message
[9]. In our case, a higher entropy corresponds to a password
that’s more difficult to guess.

The basic formula to compute a password’s entropy de-
pends on two quantities. We imagine that the password is
composed by picking entries from a pool. If the pool con-
tains all the symbols on a keyboard, then the entries would
be individual characters. For a pool size P, and a password
made up of L entries, the entropy H is given by

H =log,(P")

3. Console Keyboards

Home game and streaming consoles are ubiquitious, and
provide the virtual keyboards that we use to enter logins,
passwords, and download codes.

We’ll begin by considering a virtual keyboard for the Mi-
crosoft XBox One, shown in Figure 2.

Console virtual keyboards vary by region, language, and
even release, but the images we show here are typical. Some
virtual keyboards are toroidal (so scrolling off of any edge
places the cursor at the opposite edge), but this is not a uni-
versal feature, so we’ll ignore this feature.

Consider a password that is an arbitrary sequence of 4-
connected characters. For simplicity, we won’t treat the first
character as a special case, and we’ll disallow immediate
duplication of characters (this remains a NIST recommen-
dation). We will also assume that the hardware controller
allows us to switch between character sets with little effort.

What is the average number of next character choices
from any given key? Figure 2 shows that the keyboard is a
grid of 4 by 10 cells. The 24 characters around the perimeter
each have 3 neighbor keys, offering 6 characters, plus the
character from shifting that key itself, for a total of 7 (e.g.,
the 1 key is adjacent to the 2, g, and w, and by shifting
we get access to the symbols associated with each, plus the
symbol associated by shifting the 1). The 16 keys inside
the grid each have 4 neighbors, plus their shifted character,
for a total of 9. The average number of neighbors per key is

Figure 3. A virtual keyboard from the Sony PlayStation 4. Image
from [3].
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Figure 4. A virtual keyboard from the Nintendo Switch. Image
from [6].

P value
XBox 7.8
PS4 7.8
Switch  7.82

Table 1. P values for 3 consoles

then [(24 x 7) + (16 x 9)]/40 = 7.8.

The Sony Playstation 4 virtual keyboard, shown in Fig-
ure 3, has the same layout as the Xbox One virtual key-
board.

The Nintendo Switch, shown in Figure 4, uses a 4-by-11
grid. Its average neighbors is only slightly higher, at 7.82.

Table | summarizes the values of the pool size P for the
three keyboards.

Using the entropy formula above, the entropy H for a 4-
connected password of length L characters, assuming a P
value of 7.8, is given by

Hy connected = 10g2 (78L )

The result is given in bits. Figure 5 shows the entropy
for a 4-connected password as a function of length L. We
also show the entropy for a 4-connected password for a
controller that doesn’t provide hardware case shifts, and a
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Figure 5. Entropy for 4-connected passwords with hardware shift
(red, “4-connected”) and without (green, “unicase 4-connected”),
and “character soup” passwords (blue), by length L. We get
about 56 bits of entropy from either 9 random characters, or 19
4-connected characters.

“character soup” password, where each entry can be any
one of 80 different characters (that is, P = 80).

4. How Many Bits?

How many bits of entropy should we use for a secure
password?

Opinions on this question rage online, and the recent
NIST guidelines don’t give us a direct answer (though their
suggestion to limit “character soup” passwords to 64 char-
acters suggests a massive upper limit of log, (88%%) ~ 413
bits [8]).

On the 1Password blog, Jeffrey Goldberg suggests that a
password with 56 bits of entropy “would cost tens of mil-
lions of dollars to crack™ [1]. This seems like an accept-
able level of security for most home users protecting their
streaming service passwords and online gaming IDs. As
Figure 5 shows, that corresponds to about 9 random charac-
ters, or about 19 characters using the 4-connected scheme.

Is 19 characters a reasonable length for an infrequently-
entered password? We can get some guidance from the con-
sole manufacturers, who use online codes to redeem pur-
chases and bonuses. To redeem an online code on the XBox
One, PS4, and Switch, users must enter a 24-character, 12-
character, and 16-character sequence, respectively. Note
that these are “character soup” sequences, potentially re-
quiring a lot of horizontal and vertical scrolling. This sug-
gests that a 19-character sequence, which is easier and faster
to enter, is reasonable for occasional password entry.

If a controller does not offer a hardware shift feature,
then P = 3.4, and we’d need about 32 characters for 56
bits of entropy. With both hardware shift and a toroidal key-
board, P = 9, so a 4-connected password would need only
18 characters for 56 bits of entropy.

5. Summary

We advocate that password managers provide an option
for generating 4-connected passwords. These are easier and
faster to enter on scroll-and-pick systems, and we suggest
they are less error-prone as well. A casual look at the en-
tropy of such passwords shows that the security of a 4-
connected password of 19 characters is comparable to that
of a “character soup” password of 9 characters.
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